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NO.1 Which the following events can trigger the election of a new primary unit in a HA cluster?
(Choose two.)
A. One of the monitored interfaces in the primary unit is disconnected.
B. The FortiGuard license for the primary unit is updated.
C. A secondary unit is removed from the HA cluster.
D. Primary unit stops sending HA heartbeat keepalives.
Answer: A,D

NO.2 What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)
A. Reduce the maximum file size to inspect.
B. Reduce the session time to live.
C. Increase the FortiGuard cache time to live.
D. Increase the TCP session timers.
Answer: A,B

NO.3 Two independent FortiGate HA clusters are connected to the same broadcast domain. The
administrator has reported that both clusters are using the same HA virtual MAC address. This
creates a duplicated MAC address problem in the network. What HA setting must be changed in one
of the HA clusters to fix the problem?
A. Gratuitous ARPs.
B. Group name.
C. Session pickup.
D. Group ID.
Answer: D

NO.4 What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose
three.)
A. OSPF IP MTUs match.
B. OSPF peer IDs match.
C. Hello and dead intervals match.
D. OSPF costs match.
E. IP addresses are in the same subnet.
Answer: A,C,E

NO.5 View the exhibit, which contains the output of diagnose sys session stat, and then answer the
question below.
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Which statements are correct regarding the output shown? (Choose two.)
A. All the sessions in the session table are TCP sessions.
B. There are 0 ephemeral sessions.
C. There are 166 TCP sessions waiting to complete the three-way handshake.
D. No sessions have been deleted because of memory pages exhaustion.
Answer: B,D
Explanation:
https://kb.fortinet.com/kb/documentLink.do?externalID=FD40578

NO.6 Examine the output of the 'get router info ospf interface' command shown in the exhibit; then
answer the question below.
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Which statements are true regarding the above output? (Choose two.)
A. The port4 interface is connected to the OSPF backbone area.
B. The local FortiGate has been elected as the OSPF backup designated router.
C. Two OSPF routers are down in the port4 network.
D. There are at least 5 OSPF routers connected to the port4 network.
Answer: A,D
Explanation:
on BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4
neighbors, but create adjacency only with 2 (with DR and BDR). 2 neighbors DRother (not down).

NO.7 Examine the following partial outputs from two routing debug commands; then answer the
question below.
# get router info kernel
tab=254 vf=0 scope=0type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0
gwy=10.200.1.254 dev=2(port1) tab=254 vf=0 scope=0type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0-
>0.0.0.0/0 pref=0.0.0.0 gwy=10.200.2.254 dev=3(port2) tab=254 vf=0 scope=253type=1 proto=2
prio=0 0.0.0.0/0.0.0.0/.->10.0.1.0/24 pref=10.0.1.254 gwy=0.0.0.0 dev=4(port3)
# get router info routing-table all s*0.0.0.0/0 [10/0] via 10.200.1.254, portl [10/0] via 10.200.2.254,
port2, [10/0] dO.0.1.0/24 is directly connected, port3 dO.200.1.0/24 is directly connected, portl
d0.200.2.0/24 is directly connected, port2 Which outbound interface or interfaces will be used by this
FortiGate to route web traffic from internal users to the Internet?
A. port3.
B. Both portl and port2.
C. port2.
D. port!
Answer: C

NO.8 What does the dirty flag mean in a FortiGate session?
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A. The session must be removed from the former primary unit after an HA failover.
B. The next packet must be re-evaluated against the firewall policies.
C. Traffic has been identified as from an application that is not allowed.
D. Traffic has been blocked by the antivirus inspection.
Answer: B
Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalId=FD40119&sliceId=1

NO.9 View the exhibit, which contains the output of a BGP debug command, and then answer the
question below.

Which of the following statements about the exhibit are true? (Choose two.)
A. Since the counters were last reset; the 10.200.3.1 peer has never been down.
B. The local router's BGP state is Established with the 10.125.0.60 peer.
C. The local router has not established a TCP session with 100.64.3.1.
D. The local router has received a total of three BGP prefixes from all peers.
Answer: B,C

NO.10 View the exhibit, which contains the output of get sys ha status, and then answer the
question below.
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Which statements are correct regarding the output? (Choose two.)
A. port 7 is used the HA heartbeat on all devices in the cluster.
B. The HA management IP is 169.254.0.2.
C. The slave configuration is not synchronized with the master.
D. Master is selected because it is the only device in the cluster.
Answer: A,C
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