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Answer: C

Explanation:

The Onboard template is designed for configuration that allows to perform checks before
allowing Onboard provisioning for Bring Your Own Device (BYOD) use-cases. This service
creates an Onboard Pre-Auth service to check the user's credentials before starting the
device provisioning process. This also creates an authorization service that checks whether a
user's device can be provisioned using Onboard.
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Answer: B

Explanation:

An enforcement policy is a way to organize enforcement profiles and apply them to users or
Policy Manager roles. Based on the enforcement policy assigned to the role, enforcement
profiles are applied to the service request.
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ClearPass

networks

Customer Service

Welcome to the visitor portal, guestl.

r:‘:':':?h.l
i.‘i Username: guestl@abc.com

Your account has expired.

@ Your IP address: 172.16.199.168

Last network login: 2013-03-08 03:33

E-
% Traffic received: 94.7 KB
MB

4 % Traffic sent: 51.2 KB
MB

j_% Change your password

Log out of self-service
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Answer: C

QUESTION NO: 5
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m Policy Mapping Rules

Policy:
Policy Name: WLAN role mapping
Description:
Default Role: [Guest]
Mapping Rules:
Rules Evaluation Algorithm:  First applicable
Conditions Role Name
1. (Authorization:remotelab AD:Department EQUALS Product Management) Executive

OR (Authorization:remotelab AD:UserDN EQUALS Executive)
2. (Authorization:[Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Windows) Vendor

3. (Authorization:[Endpoints Repository]:Category CONTAINS SmartDevice) i0S Device
AND (Authaorization:[Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Apple)
4. (Authorization:remotelab AD:Department EQUALS HR) HR Local

OR (Connection:NAD-IP-Address BELONGS TO GROUP HQ)
OR (Date:Day-of-week NOT_BELONGS_TO Saturday, Sunday)

5. (Host:0SType CONTAINS Fedora) Linux User
OR (Host:0S5Type CONTAINS Redhat)
OR (Host:05Type CONTAINS Ubuntu)
6. (Connection:NAD-IP-Address BELONGS_TO_GROUP Remote NAD) Remote Employee
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Answer: B

Explanation:
None of the Listed Role Name conditions are met.

QUESTION NO: 6
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Answer: E

Explanation:

A service running in CPPM periodically polls MDM servers using their exposed APIs. Device
attributes obtained from MDM are added as endpoint tags. Profiler related attributes are send
to profiler which uses these attributes to derive final profile.

References: ClearPass Profiling TechNote (2014), page 23
https://community.arubanetworks.com/aruba/attachments/aruba/ForoenEspanol/653/1/Clear
Pass%20Profiling%20TechNote.pdf

QUESTION NO: 7
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A. 10 ClearPass Enterprise licenses

B. 25 ClearPass Profiler licenses

C. 25 ClearPass Enterprise licenses

D. 10 ClearPass Guest licenses, 10 ClearPass Onguard licenses and 10 ClearPass Onboard
licenses

E. 25 ClearPass Redundancy licenses

Answer: C

Explanation:

All CPPM's comes bundled with 25 Enterprise application licenses so you can test the
functionality of the Applications as this license can be used for any of them.

References: http://community.arubanetworks.com/t5/Security/ClearPass-licensing-explained-
August-MHC/td-p/195719
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Enforcement Policies -Enterprise Enforcement Policy

Enforcement Rules

Enforcement:
Name: Enterprise Enforcement Policy
Description: Enforcement policies for local and remote employees
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: Evaluate all

Conditions Actions
| (Tips: Posture Equals HEALTHY (CI'}]
| AND (Tips:Role MATCHES_ANY Remote Worker [RADIUS] EMPLOYEE_VLAN, [RADIUS]
1. | Role Engineer testga) Remote Employee ACL

| AND (Date:Day-of-Week NOT_BELOMNGS_TO Saturday, Sunday)

9 ‘ (Tips:Role EQUALS Senior_Mgmt)

" | AND (Date:Day-of-Week NOT_BELOMNGS_TO Saturday, Sunday)
3 | (Tips:Role EQUALS San Jose HR Local)

" | AND (Tips: Posture EQUALS HEALTHY (0})
4 | (Tips:Role EQUALS [Guest])

! | AND (Connection:S3ID CONTAINS guest)
c | (Tips:Role EQUALS Remote Worker)

" | AND (Tips:Posture NOT_EQUALS HEALTHY (D))
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Answer: C

[RADIUS] EMPLOYEE_VLAN
HR VLAN
[RADIUS] WIRELESS_GUEST_NETWORK

RestrictedACL
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Answer: B
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Summary Service: Roles: Enforcement

Authentication Methods: . [[gapPEaP] —
[EAP TLS]
[EAP MSCHAPV2]
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L1

Authentication Sources: . [Local User Repository] [Local SQL DB]
remoteiab AD [Active Directory]
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Answer: C
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