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NO.1 After setting up Apache to run inside a chroot jail as a non-root user, httpd no longer starts.
What is the primary cause of the problem?

A. Apache needs to start as root to bind to port 80

B. Apache cannot read the main index.html file because it was not moved into the chroot
environment

C. A LoadModule line for mod_chroot needs to be added to httpd.conf

D. Apache requires a Virtual Host directive when running from a chroot environment

E. The mod_chroot configuration needs the absolute path to the chroot environment

Answer: A

NO.2 Considering the following kernel IP routing table now, which of the following commands must
be remove the route to the network 10.10.1.0/24?

A. routedel 10.10.1.0

B. routedel 10.10.1.0/24

C. routedel -net 10.10.1.0/24

D. routedel 10.10.1.0/24 gw 192.168.246.11

E. routedel -net 10.10.1.0

Answer: C

NO.3 Which file, on a majordomo server, will contain a list of all members' email addresses for the
mailing list

"linux-users"? (Enter only the file name).

Answer: linux-users

NO.4 Users in the acl named 'sales_net' must only be allowed to access to the Internet at times
specified in the time_acl named 'sales_time'. Which is the correct http_access directive, to configure
this?

A. http_access deny sales_time sales_net

B. http_access allow sales_net sales_time

C. http_access allow sales_net and sales_time

D. allow http_access sales_net sales_time

E. http_access sales_net sales_time

Answer: B

NO.5 The internal network (192.168.1.0-192.168.1.255) needs to be able to relay email through the
site's sendmail server. What line must be added to /etc/mail/access to allow this?

A. 192.168.1.0/24 RELAY

B. 192.168.1 RELAY

C.192.168.1.0/24 OK

D. 192.168.1 OK

Answer: B

NO.6 What command is used to print NFS kernel statistics? (Provide the command with or without
complete path)
Answer: nfsstat

NO.7 To configure an LDAP service in the company " domain Ltd", which of the following entries
should be added to slapd.conf, in the Database Directives section, to set the rootdn so that the
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common name is

Manager and the company's domain is domain.com ?
A. rootdn cn=Manager de= domain dc=com

B. rootdn "cn=Manager,dc= domain ,dc=com"”

C. rootdn en= domain ,dc=com,dc=Manager

D. rootdn "en= domain ,dc=com,dc=Manager"

E. rootdn "cn=Manager de= domain dc=com"
Answer: B

NO.8 By default OpenLDAP logs via syslogd. What is the slapd.conf file directive to have the LDAP logs
written to /var/log/ldap.log?

A. loglevel

B. logfile

C. syslogfile

D. logfilepath

Answer: B

NO.9 A program, called vsftpd, running in a chroot jail, is giving the following error: /bin/vsftpd. Error
while loading shared libraries: libc.s0.6: cannot open shared object filE. No such file or directory.
Which TWO of the following are possible solutions?

A. Get the vsftp source code and compile it statically.

B. The file /etc/Id.so.conf must contain the path to the appropriate lib directory in the ch root jail

C. Create a symbolic link that points to the required library outside the chroot jail

D. Copy the required library to the appropriate lib directory in the ch root jail.

E. Run the program using the command chroot and the option --static_libs

Answer: A, D

NO.10 Please enter the command with all parameters and arguments, that could be used by root to
list the cron jobs for the user john.

Answer: crontab -u

john -|

NO.11 Which of the following DNS record types is used to allow users and applications to make
reverse DNS queries?

A. CNAME

B.IN

C.PTR

D.REV

E. RIN

Answer: C

NO.12 Which entry in the .procmailrc file will send a copy of an email to another mail address?
A. :0c

B. :0 copy

C.:c

D. :copy

E.:s
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Answer: A

NO.13 A correctly-formatted entry has been added to /etc/hosts.allow to allow certain clients to
connect to a service, but this is having no effect. What would be the cause of this?

A. tcpd needs to be sent the HUP signal.

B. The service needs to be restarted.

C. The machine needs to be restarted.

D. There is a conflicting entry in /etc/hosts.deny.

E. The service does not support tcpwrappers

Answer: E

NO.14 An administrator has placed an executable in the directory /etc/init.d, however it is not being
executed when the system boots into runlevel 2. What is the most likely cause of this?

A. The script has not been declared in /etc/services

B. runlevel 2 is not declared in /etc/inittab

C. The script has the permissions 700 and is owned by root

D. A corresponding link was not created in /etc/rc2.d

Answer: D

NO.15 Select the INCORRECT statement regarding the LDIF file format:

A. It contains a dn line, that indicates where the attributes listed in the following lines of the file must
be added.

B. In the file, a blank line separates one entry from another one.

C. If an attribute contains binary data, some specific configurations must be made for this entry.

D. The LDIF file accepts any type of file encoding.

Answer: D

NO.16 A server with 2 network interfaces, ethO and eth1, should act as a router.
EthO has the IP address 192.168.0.1 in the subnet 192.168.0.1/24 and eth1 has the IP address
10.0.0.1 in the subnet 10.0.0.0/16.

The routing table looks fine, but no data is traversing the networks.

Which TWO of the following need to be done?

A. Enable IP forwarding with echo 11111 > /proc/sys/net/ipv4/ip_forward

B. Add new firewall chains to handle inbound & outbound traffic on both interfaces.
C. Reconfigure the firewall rules to allow traffic to traverse the networks.

D. The routing table needs to be restarted, for the changes to take effect.

E. The server needs to be restarted, for the changes to take effect.

Answer: A, C
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